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Abstract

The additive noise mechanism is a founda-
tional tool for differential privacy (DP) of T-
dimensional real-valued vector queries. The
Gaussian mechanism, utilizing Gaussian noise,
is the mostly widely used such mechanism, due
to its simplicity and strong privacy guarantees.
In this work, we provide justification for this
choice, showing that as the dimension 7' — oo,
no additive-noise mechanism can asymptotically
improve on the Gaussian mechanism’s privacy—
utility tradeoff for the strong privacy settings
typically used.We also develop a new family of
Spherical Generalized Gamma DP mechanisms,
which contains both the Gaussian mechanism
and the recently studied ¢, mechanism (Joseph
et al., ICML 2025). We identify members of
this family that outperform both the Gaussian and
{5 mechanisms in certain low-dimensional set-
tings, and show tight composition of all mecha-
nisms in this family, answering an open question
of Joseph et al. regarding the ¢, mechanism.

1. Introduction

Differential Privacy (DP) (Dwork et al., 2006b) is a pow-
erful tool that can be utilized to extract aggregate insights
from data, while retaining individuals’ privacy. Differen-
tial privacy has myriad privacy-preserving applications, in-
cluding training deep learning models (Abadi et al., 2016),
generating synthetic data (Kurakin et al., 2024; Zhang
et al., 2021; Torkzadehmahani et al., 2019; Yoon et al.,
2019; Mckenna et al., 2019), publishing aggregate statis-
tics (Dwork et al., 2006b), and more.
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Many applications of DP, including the above, involve pro-
tecting real-valued T-dimensional vector queries Q(D) €
RT over private datasets D. In this setting, we want to ob-
fuscate any addition or removal of a single data record from
D, which may perturb @ by any p € RT. Typically, the
size ||p|| of p is bounded by some scalar s, the sensitiviry
of the query. The standard way to achieve DP in this setting
is by using the seminal additive noise mechanism (Dwork
et al., 2006b). This mechanism simply adds 7-dimensional
noise X sampled from some distribution D to the query:
Q = Q + X. The typical distribution used is the multi-
variate Gaussian distribution (Dwork et al., 2006a; Dwork
& Roth, 2014), ie., X ~ N(0,02I7), where 0 o s.
This Gaussian mechanism has several appealing proper-
ties, including (i) privacy with respect to ¢o-sensitivity, as
opposed to e.g., ¢1-sensitivity, which is important to retain
utility of high-dimensional queries (ii) spherical symmetry,
which means that privacy does not depend on the direc-
tion of the query sensitivity, (iii) tight, closed-form privacy
analysis (Balle & Wang, 2018b), and (iv) tight composition
guarantees (Dong et al., 2022; Bun et al., 2018).

Even though the Gaussian mechanism has these desir-
able properties and has found wide use in practice (Bit-
tau et al., 2017; Apple, 2016; Google, 2023), one may
wonder whether it is the best mechanism for privately an-
swering real-valued vector queries. Indeed, prior work has
explored alternative mechanisms for such queries: It was
recently shown that the so-called ¢>-mechanism (Joseph
et al., 2025) (essentially, a high-dimensional version of the
Laplace mechanism (Dwork et al., 2006b) for /5 sensitiv-
ity) outperforms the Gaussian mechanism in certain low-
dimensional settings, while appearing to obtain similar per-
formance in higher dimensions.

However, these two questions remain to be answered:
(Q1) Is the Gaussian mechanism optimal in high dimen-
sions?
(Q2) Are there mechanisms that outperform both the Gaus-

sian and /5 mechanisms in low dimensions?

Our Contributions. In this paper, we answer both ques-
tions affirmatively, through the lens of (g, §)-DP (Dwork



Optimality of the High-Dimensional Gaussian Mechanism and Improved Low-Dimensional Mechanisms for DP

Generalized Gamma Distribution

0 = Gaussian case:p=2, a=T-1=1, f=31; =050
—~ Heavier tail: p=1 (same a, §)
Lighter tail: p = 3 (same a, )

0.8

-+ Smaller shape: @=0.5 (same p =2, f)
—— Lower rate: §=0.25 (same p=2, @)

064 [/ lighter tails as p increases

fa(r) (pdf)

04

heavientails as p decreases

024

0.0

r (radius)

Figure 1. A Spherically Symmetric random variable X = RU has independent (scalar) radial component R and directional component
U. Left: The directional component U is uniformly distributed on the unit sphere. Right: The density functions of one family of radial
components R that we study: the Spherical Generalized Gamma distribution with varying shape parameter «, rate 3, and tail control p.

et al., 2006a). Along the way, we provide additional in-
sights, including answering an open question from (Joseph
et al., 2025).

To answer (Q1), we first show that one only need focus on
spherical symmetric noise distributions (see Figure 1); they
perform at least as well as all other additive noise distribu-
tions. Indeed, spherical symmetric noise distributions sat-
isfy rotational invariance and are thus a natural choice for
the worst-case nature of DP, in which a single data record
could perturb the query in any direction; both the Gaussian
and /> mechanisms use spherical symmetric distributions.
A bit more formally, spherical symmetric random variables
are of the form X = RU, where R € Ry is a radial
random variable and U ~ Unif(S7~1) is an independent
random T'-dimensional unit vector.

Now, consider the Gaussian privacy function g. s(c?),
which for fixed privacy level ¢ > 0 and ¢, sensitivity
s > 0, outputs the optimal d¢ of the Gaussian mechanism
with per-coordinate variance o? (Balle & Wang, 2018b; Lu
et al., 2023). We show that for any fixed Mean Squared
Error (MSE) constraint e = Ex [R?] and any spherical
noise X = RU, asT — oo, the optimal ¢ that X can
achieve for (g, s) is lower bounded, up to an o(1) term, by
Ex [g(R?/T)], the average over R of the Gaussian privacy
function evaluated at the normalized radial energy R?/T.
This value R?/T for the Gaussian mechanism is exactly
equal to the per-coordinate variance 02 = ¢/7T in the high-
dimensional limit. Next, for large enough e, we show that
g satisfies certain properties that allow for a Jensen-like in-
equality

Ex [g(R*/T)] > g(Ex [R/T]) = g(e/T) = bc-

Thus, the Gaussian mechanism cannot be asymptotically

improved upon in the sense of achieving a strictly smaller
limiting worst-case optimal delta at the same MSE. We can
thus deduce the following (since larger error yields stronger
privacy):

Theorem 1.1 (Informal version of Theorem 3.1). As the
dimension of query Q@ € R, T — 0o, using Gaussian
noise X in the additive noise mechanism QQ = Q+ X yields
lowest error among all noise distributions, for all strong
enough privacy requirements.

This result is of particular relevance to training deep learn-
ing models with DP (Abadi et al., 2016), in which 7" is the
number of model parameters, which can be quite large.

To answer (Q2), we consider for the first time a broad and
expressive subfamily of spherical symmetric distributions
that contains those of both the Gaussian and /5 mecha-
nisms, amongst many others: the Spherical Generalized
Gamma Distributions (see right of Figure 1). We begin by
demonstrating how to numerically evaluate the DP guaran-
tees of these mechanisms. Indeed, by leveraging the radial
decomposition perspective — where the spherical noise is
separated into its magnitude and directional components —
we reduce the privacy analysis to a one-dimensional inte-
gration over a smooth, absolutely continuous radial random
variable. This structure allows the privacy loss to be evalu-
ated efficiently and with arbitrary precision using standard
numerical integration techniques. We furthermore bound
the error that can arise from such numerical evaluation to
obtain formal DP guarantees.

We leverage this ability in order to find settings and mech-
anisms for those settings that have less error than both the
Gaussian and ¢ mechanisms. The spherical generalized
gamma distribution is characterized by three parameters:
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the shape parameters o and p, and the scale parameter .
We provide an optimization algorithm that finds the param-
eters which minimize the error of the corresponding addi-
tive noise mechanism, for a particular privacy level. Our
evaluation shows that in low dimensions, we are able to
find «, p, (3 that result in a mechanism with error up to 15%
less than both the Gaussian and ¢5 mechanisms.

As a bonus, we study tight composition of all Spherical
Generalized Gamma Mechanisms using differential pri-
vacy accounting techniques. This demonstrates the com-
patibility of these mechanisms with existing DP frame-
works and answers an open question regarding tight com-
position of the /3 mechanism (Joseph et al., 2025).!

Related Work. Previous works have studied the optimal-
ity of the Gaussian mechanism: (Dong et al., 2021) show
that a restricted class of additive noise mechanisms all con-
verge to the Gaussian mechanism as 7' — oo (in terms of
Gaussian DP (Dong et al., 2022)), and that across all mech-
anisms in this class, the Gaussian mechanism performs best
for all dimensions 7'. However, this class of additive noise
mechanisms is quite restrictive, since we know, for exam-
ple, that the /5 mechanism outperforms the Gaussian mech-
anism for low 7T'. Moreover, Gaussian DP is tailored to-
wards the Gaussian mechanism and is a “relaxation” (Dong
et al., 2022) of the classical approximate DP that we study.

Works that study the non-optimality of the Gaussian mech-
anism include (Geng & Viswanath, 2016), who only study
integer valued (vector) queries in terms of ¢; sensitivity,
and (Geng et al., 2020), who only study real valued scalar
queries. The /5 mechanism extends (Hardt & Talwar,
2010), which only studies pure DP, to approximate DP. Bu-
liding off the family of Generalized Gaussian Mechanisms
from (Liu, 2019), (Rinberg et al., 2025) provide empiri-
cal evidence that the Gaussian is optimal within this fam-
ily. However, we are able to show notable improvements
of non-Gaussian mechanisms in our Spherical Generalized
Gamma Mechanism over the Gaussian mechanism. More-
over, Generalized Gaussian Mechanisms, specified by only
two parameters, are a proper subset of our Spherical Gener-
alized Gamma Mechanisms, specified by three parameters.

The Rank-1 Singular Multivariate Gaussian (R1ISMG)
mechanism introduced in (Ji & Li, 2024), is a special case
within our broader family of spherical generalized gamma
mechanisms. The authors claim that RSIMG has error an
order of magnitude lower than the Gaussian mechanism;
however, we discover a bug in their proof (see Appendix E).
Indeed, our numerical evaluation reveals that the privacy
guarantees of RISMG are substantially weaker than those
of the standard multivariate Gaussian mechanism.

'As per the review discussion: https://openreview.
net/forum?id=ypeehAYKT7W.

The work of (Alghamdi et al., 2023) studies the (¢, §)-DP
composition of real valued vector queries. They show that
as the number of sequential compositions, k, trends to-
wards infinity, additive, spherical symetric mechanisms are
optimal for ¢y sensitivity. They also provide an optimiza-
tion algorithm to find the best such mechanism, but only
in this asymptotic sense as k — oco. They provide some
empirical evidence for small k of their mechanism’s supe-
riority over the Gaussian mechanism for 7" = 10, but only
for very small 6 = 1078 (note: it is already known that
the Gaussian mechanism cannot perform well as § — 0,
and cannot achieve 6 = 0.). We on the other hand study
the standalone (no composition) setting and show superior
mechanisms to the Gaussian for more realistic values of ¢
like § = 1073,

2. Preliminaries
2.1. Differential Privacy

We consider a dataset space X'* equipped with a neigh-
boring relation ~ (add/remove of one record). A random-
ized mechanism M : X* — RT is (¢, §)-differentially pri-
vate (Dwork & Roth, 2014) if for all neighboring G ~ G’
and all set S C RT,

Pr[M(G) €S| < e PrIM(G) eS| +6 (1)

Hockey-stick divergence and optimal 6. Let (¢) def

max{¢,0}. For random variables X,Y taking values on
the same support R” and £ > 0, define the hockey-stick di-
vergence at level € (Balle et al., 2018)) (a.k.a., a-divergence
with a = €°) by

He (X, V) % sup (Pr[X €S- Py € S]) ,
SERT +

In the context of differential privacy, for a fixed neigh-
boring pair G ~ G’, we interpret H. (M(G), M(G")) as
the optimal (minimal) § for the (one-sided) DP inequality
Pr[M(G) € S§] < e° Pr[M(G’) € S] + ¢ holding for all
measurable S. Accordingly, we define the (one-side) opti-
mal delta (Lu et al., 2024) at privacy level €

36,60 (2) E He (M(G), M(G")) @)

and the (worst-case) optimal delta (ak.a., privacy pro-
file (Balle et al., 2018)) of the mechanism at privacy level
€ as

5/\4(6) déf sup 5G7G’(5)- (3)

GG’

By construction, M is (g, §)-DP if and only if d 4 (g) < 6.
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Table I. Radial random variables R and the induced spherically symmetric densities fx (z) = g(||z||5) for noise random variable
X = RU, obtained via Theorem 2.1. The last column reports g(||||2) up to a normalization constant.

2.2. Gaussian Mechanism

We consider the T-dimensional vector-valued query ¢ :
X* — RT with /5 sensitivity

def

s'= sup [[¢(G) —q(G)]l2-
GG’
For u > 0, the Gaussian mechanism (Dwork et al., 2006b;
Balle & Wang, 2018b) with per-coordinate variance u is

Me.(@) ¥ (@) + G,

Notice that the mechanism’s mean-squared error is
max Bx [|Mo,u(G) — a(G)Z] = Ex[|[GI] = Tu. ()
Denote by ®(-) the standard normal CDF. According to the

literature (Balle & Wang, 2018a; Lu et al., 2023), the opti-
mal delta of Mg _,, at privacy level ¢ is

dMe,, (€) = g(u)
@fq)(s\s/ﬂ 2\%) o <5jﬂ Qja) ©)

In particular, for fixed (e, d, s), the minimal Gaussian vari-
ance achieving (e, §)-DP is

uo(9) &ef inf{u > 0: g(u) < d}. 7

We will repeatedly use Equation (6) as the baseline
privacy—utility tradeoff to compare against other additive-
noise mechanisms.

2.3. Spherical Symmetric Distribution

We begin by defining spherically symmetric random vec-
tors X € RT, which are the main noise distributions stud-
ied in this paper.

Definition 2.1 (Spherically Symmetric Distribution (Fang,
2018) ?). A random vector X € R” is spherically symmet-
ric if there exists a random variable R > 0 and a random

The first characterization can be found in Thm 2.1 and the
second appears in equation 2.7 of the book (Fang, 2018)

vector U uniformly distributed on the unit sphere SI 4 such
that X can be decomposed as:

X = RU,

where R and U are independent. Equivalently, X is spher-
ically symmetric if its density function fx(z) exists and
depends only on the norm of z, that is,

2
fx (@) = g([l]l2),
for some deterministic function g : [0, 00) — R>g.

The decomposition X = RU separates radial (R) and di-
rection (U) random variables. Theorem 2.1 shows how to
convert a radial density into the induced spherically sym-
metric density. Table 1 lists some spherical random vari-
ables and the corresponding radial random variables stud-
ied in the paper.

Theorem 2.1 (Radial-to-Spherical Density Transforma-
tion (Fang, 2018)[Thm 2.9). Let X = RU be a spherically
symmetric random variable. If the random variable R has
a density over R>( and denote its pdf as fr(-), then,

(%)

1-T
P Il fr(llll2)-

Fx(@) = g(llzll3) =

In Section A, we give Proposition A.1 that characterizes
the distribution of cos ©, where O is the angle between the
random direction vector U and a fixed reference direction.

3. Gaussian Optimality in High Dimensions

We study the optimality of the Gaussian noise distribu-
tion for additive-noise differentially private mechanisms in
high dimensions. A natural utility measure for this class
is the mean-squared error (MSE), equivalently, the second
moment of the additive noise (with zero-centered mean).
Our notion of optimality asks which mechanism provides
the strongest privacy guarantee under a fixed MSE bud-
get. Concretely, we compare mechanisms at a fixed pri-
vacy level ¢ and sensitivity s by their optimal delta j 4 (€)
(cf. Equation (3)); smaller 6,4 () yields stronger privacy.
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Theorem 3.1 states our main optimality result. Informally,
for a fixed privacy level € and sensitivity s and a target
high-privacy regime with § sufficiently small, Theorem 3.1
says that, as the query dimension 7' — oo, the Gaussian
mechanism is asymptotically optimal among all additive-
noise mechanisms with the same MSE: if an additive-noise
mechanism matches the Gaussian error budget, then its op-
timal delta at privacy level € cannot be smaller than 6.

Theorem 3.1 (Asymptotic Gaussian optimality among ad-
ditive noises). Fix € > 0 and s > 0. There exists
0y € (0,1) such that for all § € (0, d,] the following holds.

Let ug = ug(6) be the minimal Gaussian variance for
which the Gaussian mechanism Mg ., is (¢,0)-DP. For

each T > 2, let M, (pr) def ur + X be any additive-

noise mechanism with Ex [||XT||§} = Tug. Then,

liminf&MT“ (5) > 6MG “ (E) =4.
T—o0 o o

Equivalently, for every n > 0, for all sufficiently large T,
6MT.u0 (E) >0 —n.

Numerical lower bounds on the threshold 5,. Theo-
rem 3.1 is stated in the privacy regime § < J,, where
d. € (0,1) is a constant. To demonstrate that this regime
is non-vacuous and, in particular, includes J-values typi-
cally used in practice, Table 2 reports numerically verified
lower bounds on ¢, for some ¢ (with sensitivity fixed to
s = 1). The values in Table 2 provide evidence that the pri-
vacy regime § < J, covers standard privacy choices such as
§ < 1073 (in fact, the range is much bigger), thereby high-
lighting the practical relevance of Theorem 3.1. Our com-
putation is based on a numerical verification of the tangent-
support conditions for the Gaussian privacy function g, ex-
plained below (cf. Proposition 3.1).

Finite-dimensional convergence. Theorem 3.1 is an
asymptotic statement in the dimension 7'. In particular, it
does not provide a concrete threshold 7j or a convergence
rate for how quickly the Gaussian’s asymptotic optimal-
ity kicks in. The only asymptotic loss in the proof enters
through Lemma 3.1, where the distribution of a suitably
scaled coordinate of a uniform random direction is approx-
imated by a standard normal distribution. Making the result
quantitative would require replacing this o(1) aproximation
gap by an explicit normal-approximation bound and propa-
gating that error through the distinguishing test used in the
proof. We leave such finite-7" rates as an interesting direc-
tion for future work.

3.1. Proof sketch of Theorem 3.1

In this section, we provide a proof sketch of Theorem 3.1.
Full details are deferred to Section B.

Table 2. Numerical lower bounds on §, in Theorem 3.1 (for some
€ with fixed sensitivity s = 1).

g (5* e 6*
0.25 0.736670 4.00 0.416972
0.50  0.706970 8.00 0.292170
1.00  0.649185 16.00 0.197615

2.00  0.549133

We first focus our discussion on spherically symmetric
noises, a natural yet broad class in the DP worst-case
model: since neighboring datasets can induce sensitivity
in arbitrary directions, it is natural to consider perturba-
tions that treat all directions uniformly. We define the class
of additive-noise mechanism adding spherically symmet-
ric noises as spherical additive-noise mechanisms, and for-
mally state it in Definition 3.1.

Definition 3.1 (Spherical additive-noise mechanism). Fix
T > 2 and an {y-sensitive query with sensitivity s > 0
under the add/remove neighboring relation. A spherical
additive-noise mechanism is any mechanism of the form

Mg, r(ur) f ur + RpUrp,

where ur € RT is the dataset query result, Ur ~
Unif(ST—1) is uniform on the unit sphere, and Rt € R+
is independent of Ur.

Lemma 3.1 states our first observation that, when the
query dimension 7 is sufficiently large, the optimal § of
any spherical additive-noise mechanism Mg, 7., can be
lower bound, up to an asymptotically vanishing error term,
in terms of the Gaussian privacy function g(-) (cf. Equa-
tion (6)). Specifically, letting Rp denote the radial ran-
dom variable of the spherical noise, the optimal § at pri-

vacy level ¢ is lower bounded by Ex [g (R—;T)} , which

is the Gaussian privacy expression evaluated at the nor-
malized radial energy R2 /T and averaged over its ran-
domness. This reduction turns the comparison between
the Gaussian mechanism and an arbitrary spherical mech-
anism into a one-dimensional question: under the mean-
preserving constraint Ex [R%./T| = ug (the MSE bud-
get), can any randomization R?% /T make Ex [g(R%/T)]
smaller than g(Ex [R%/T]) = g(uo)? We note that for
Gaussian benchmark, its corresponding R2./T" equals to
ug - X%/ T, which converges to ug as T' — oc.

Lemma 3.1 (Proof is in Section B). Fix e > 0 and s > 0.
ForeachT > 2, let Up ~ Unif(STfl) and let R € Ry
be independent of Ur. For any deterministic ur € RT with
lerlly = s, define Xo = ReUp and Yr = Xp + pip. Let
0 be the optimal delta with respect to X1, Yr at privacy
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level . Then, as T — oo, it holds that

52w [o (7)) 4ot

Intuitively, to prove Lemma 3.1, we lower bound the op-
timal 6 between X and Y7 by constructing a set S and
bounding Pr [X € Sp] — e Pr[Y € Sr| from below. We
choose St to be a threshold region — an affine test with a
mild radius-dependent correction — designed to mirror the
affine test for distinguishing Gaussian shifts. Condition-
ing on Rt = r, we analyze the membership probabilities
PT[XT € Sr | Rr :T] and PI‘[YT € Sr | Rr :T], and
show that as T' — oo, they converge to the two Gaussian
CDF terms that define the Gaussian privacy function eval-
uated at u = r2/T. Averaging over R then yields the
stated asymptotic lower bound in Lemma 3.1.

Proposition 3.1 answers the one-dimensional question in-
duced by Lemma 3.1: if the Gaussian privacy function
g(-) satisfies an appropriate supporting-line property at the
MSE budget ug, then any mean-preserving randomization
of the effective variance cannot improve privacy relative to
the Gaussian benchmark. Concretely, the supporting-line
property requires that g is convex on [ug,00) and that g
lies above its tangent line at ug on [0, ug]. This is a tai-
lored Jensen-type condition without requiring global con-
vexity: convexity on the upper side enables a Jensen ar-
gument, while the additional lower-side tangent bound en-
sures the same supporting line remains valid even where g
need not be convex. A formal proof appears in Section B.

Proposition 3.1 (Proof is in Section B). Lete > 0, § €
(0,1) and s > 0, and recall the Gaussian privacy function
g(+) defined in Equation (6). Let ug > 0 be the unique point
such that g(ug) = 0 (i.e., the minimal Gaussian variance
shown in Equation (7)). Define the tangent line function at
ug by

U5(u) ' g(ug) + g (uo) (u — o). ®)

If g is convex on [ug,0) and g(u) > £(u) for all
u € [0,up], then for every random variable U > 0 with
Ex [U] = ug, Ex[g(U)] > g(uo).

Lemma 3.2 asserts that, in the high-privacy regime (i.e.,
for sufficiently small §), the Gaussian privacy function g(-)
satisfies the supporting-line property required by Propo-
sition 3.1. Concretely, for all § in this regime, the
corresponding minimal MSE level ug(d) lies in a well-
behaved region of g: the function is convex on [ug(d), 00)
and, moreover, the tangent line at u(J) lower bounds g
throughout the interval [0, ug(9)].

Lemma 3.2 (Proof is in Section B). Lete > 0, s > 0, and
recall the Gaussian privacy function g(-) defined in Equa-
tion (6). For each ¢ € (0,1), let ug(8) > 0 be the unique

point such that g(ug(0)) = 9 (i.e., the minimal Gaussian
variance shown in Equation (7)). Denote the tangent line
Sunction at ug(5) by £5(u) (cf: Equation (8)).

Then there exists 0, € (0, 1), such that for every § € (0, 4]
the following hold:

1. gis convex on [ug(9), 00);
2. g(u) > £s(u) for all u € [0,uo(9)].

Intuitively, to prove Lemma 3.2, our first step is an asymp-
totic analysis of g(u) as the MSE budget u — oo (equiva-
lently, 6 = g(u) — 0): using Mills-type bounds for @, we
obtain the expansion

g(u) = C. qu™3/? exp —iu 1+0 1
* 252 u/)’

which implies that g is eventually convex, i.e., there ex-
iSts Uright such that g is convex on [uright, 00). To control
the lower part, we study the tangent-line intercept L(u) =
g(u) — ug’(u). The same asymptotics show that L(u) — 0
as u — oo. Since g is decreasing, we can choose a suf-
ficiently large point u, > uright SO that the tangent line at
u, has intercept below min, ¢ ,u,,,,,,] 9(w); this ensures the
tangent line at u, lies below g on [0, uright |, While convex-

ity guarantees the supporting-line inequality on [tyight, Us].

Defining J, def g(uy) yields the desired supporting-line
property at (uy, d, ). Finally, we use the downward-closure
argument (Proposition B.1) to extend the property from &,
toall § < 4,.

Combining Lemmas 3.1 and 3.2 and proposition 3.1 yields
the conclusion that, in the high-privacy regime, the Gaus-
sian mechanism is asymptotically optimal among all spher-
ical additive-noise mechanisms with the same MSE. To ex-
tend this optimality beyond spherical noises, Lemma 3.3
formalizes the last piece. The idea is to reduce an arbi-
trary additive noise X to a spherically symmetric one X'
via Haar symmetrization.

Lemma 3.3 says that the symmetrization preserves the
MSE and cannot increase the worst-direction optimal delta
over shifts of /5 norm at most s. The proof uses con-
vexity of hockey-stick divergence under mixtures together
with orthogonal invariance. Therefore, under a fixed MSE
budget, the optimal privacy achievable by additive-noise
mechanisms is no better than that achievable by spherical
additive-noise mechanisms.

Lemma 3.3 (Haar symmetrization (Proof is in Section B)).
FixT > 2, ¢ > 0, and s > 0. Let M be a Haar-
uniform random matrix over the group of all T x T
orthogonal matrices and independent of a random vec-
tor X € RT. Define the symmetrized noise X' def
MX. Let § & SUp|jy|, <s He (X, X +0) and &'
SUp |y, <s He (X', X" + v) denote the worst-direction op-

def
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timal deltas at privacy level € over the {5 ball of radius s
(cf- Equation (2)).

Then X' is spherically symmetric, and

Bx X)) =Ex [Ix)3] o <o

Lemmas 3.1 to 3.3 and proposition 3.1 yields Theorem 3.1
immediately. We defer a formal wrap-up to Section B.

4. Spherical Generalized Gamma Mechanism

In this section, we study the question of additive-noise de-
sign in finite (especially low) dimensions, where the shape
of the noise can materially affect privacy—utility trade-
off. Concretely, we formalize the Spherical Generalized
Gamma (SGG) noise family and its use as an additive DP
primitive for ¢s-sensitive vector queries.

Definition 4.1 defines the three-parameter generalized-
gamma family, denoted by R ~ GGamma(a, £, p), which
we use to model the radial component of our noise. In-
tuitively, o controls the near-zero behavior (shape), 3 sets
the overall scale (noise magnitude), and p tunes tail decay;
see Figure 1 (right) for a visual.

Definition 4.1. A three-parameter generalized-Gamma

R ~ GGamma(q, 3, p) is defined with the density func-
tion:

(a+1)/p

ppB

Japp(r) = v
r(=)

Definition 4.2 defines the spherical generalized-gamma
(SGG) family, induced by a generalized-gamma radial dis-
tribution. The SGG family includes several standard spher-
ical noises. For instance: (i) setting (p, ) = (2,7 —1) and
B = 1/(20?) yields X ~ N (0, 02IT) (Gaussian noise);
(ii) setting (p, o) = (1,7—1) and § = 1/0 yields spherical
(i.e., £5-) Laplace noise with scale 6.

rexp(—pr’), a>—-1,p>0,8>0.

Definition 4.2 (Spherical generalized-gamma (SGG)
noise). Fix a dimension 7" > 2 and parameters o > —1,
B > 0,p > 0. A random vector X € R” follows
a Spherical Generalized-Gamma (SGG) distribution, de-
noted by X ~ SGG(q, 8,p), if X = RU, where R ~
GGamma(a, 8,p) and U ~ Unif(ST~1) are independent.

4.1. Privacy Analysis

Lemma 4.1 shows that the optimal delta at privacy level ¢
between SGG noise X and its shift X 4y admits an explicit
one-dimensional integral representation. In particular, the
optimal 4, (€) can be evaluated by integrating a smooth in-
tegrand over r € (0, 00), which yields an efficient and nu-
merically stable procedure (in contrast to a direct exponen-
tially expensive computation over RT).

Lemma 4.1 (Proof is in Section C.1). Fix T > 2 and
parameters o« € (—1,T — 1], § > 0, and p > 0. Let
X = RU ~ SGG(«, 8,p) and let i € RT be a shift vector

with s = |||y Let W = cos© = ﬂﬁtﬂﬂ € [-1,1], with
2

CDF Fyy. Then the optimal 6},(¢) for the neighboring pair
(X, X + p) satisfies

51(e) = max{(),/ooo Falr) (1 = Fu(w*(r, —))) dr
— e /00 fr(r) Fw(w*(r,e)) dr},
0

where [ is the density of R ~ GGamma(a, 3, p), and for
eachy € Randr > 0, w*(r,y) € [—1,1] denotes the
unique solution in w to

y:
a+1-T
2

ln(l—l—stw—l— i—j) -l—ﬁ[rp— (r2+25wr+52)p/2}.
Informally, the proof follows by observing that under the
radial-directional decomposition X = RU, the privacy
loss can be expressed as a function of two independent one-
dimensional random variables: the radial component R and
the directional statistic W (the cosine of the angle between
U and p). Moreover, monotonicity in W converts the re-
sulting two-dimensional inequality involving (R, W) into
a one-dimensional threshold condition on W given a fixed
R, allowing us to integrate over R and obtain the claimed
one-dimensional representation.

Proposition 4.1 shows that for « < T — 1 the SGG density
is non-increasing with the radius: points farther from the
origin receive no larger probability density.?

Proposition 4.1 (Proof is in Section C.1). Fix a dimension
T > 2 and parameters o € (—1,T —1], 3 > 0, p > 0.
Let X ~ SGG(«, B,p), and let g : [0,00) — [0, 00) denote
the density generator such that fx(x) = g(Hng) Then
y + g(y?) is non-increasing for y > 0.

Building on this, Lemma 4.2 shows that, for the neighbor-
ing pair (X, X + p), the optimal delta &7 (¢) is monotone
in the shift magnitude ||1||,. In particular, larger shifts are
easier to distinguish and hence induce larger divergence,
so the worst-case divergence over all shifts is attained at
the largest feasible ||4]],.

Lemma 4.2 (Proof is in Section C.1). Fix T > 2 and pa-
rameters « € (=1,T — 1], B > 0, and p > 0, and let
X ~ SGG(a, 8, p). For any shift vector i € RT, let MG
denote the optimal § for the neighboring pair (X, X + )
at point . Then for any i1, pa € RT with ||p1 |y < |2,
and any ¢ > 0, 6}, (¢) < 0, (¢).

3We note this concerns fx () over R”, not the radial density
fr(r): due to the surface-area factor r~ T~V in fx(z), fr(r)
need not be decreasing even if fx (x) decreases with r = ||z||,,.
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Lemma 4.1, together with the monotonicity result in
Lemma 4.2, indicates that calibrating an additive SGG
mechanism for /5-sensitive real-vector queries is, a numer-
ical task: given parameters («, p) and sensitivity s, one can
evaluate 7 () as a function of the noise multiplier 3, and
then choose (3 to meet a target (e, §) guarantee.

However, a naive implementation of Lemma 4.1 may incur
numerical errors (e.g., from truncating an improper inte-
gral). Since our goal is to have a provable differentially
private primitive, we abstract these numerical subtleties
through the oracle interface in Definition 4.3. Concretely,
given (a,p, 3,¢) and a shift magnitude s, the oracle out-
puts an 7)-tight upper bound on &7, (¢), for all shifts p with
llpe]|, < s. Lemma 4.3 says that such an oracle exists.

Definition 4.3. Fix a dimension 7' > 2 and parameters
a € (-1, T-1,8 > 0,p > 0,and e > 0. Let
X ~ SGG(q, 3,p). Fix an fy-sensitivity bound s > 0
and a target slack > 0. An algorithm Oraclesgg

(a,p,B,6,8) — 5 is called an n-tight upper-bound ora-
cle (for 67, (¢)) if, for every ¢ > 0 and every u € RT with

llll, < s, it outputs & satisfying

5:(5) < Oraclesgg(a, p, B, €, ||ull5) < 5;(5) + 7.

Lemma 4.3 (Proof is in Section C.2). There exists a (de-
terminstic) n-tight upper-bound oracle.

Lemma 4.3 follows by an explicit construction. The or-
acle reduces the one-dimensional integrals defining d;;(¢)
to expectations under a standard I'(k, 1) measure via the
change of variables Z = SRP (with k = (o + 1)/p), so
that Gamma tail probabilities can be computed in closed
form. It then (i) truncates the integral at a data-independent
threshold z,,. chosen to make the discarded tail contribute
at most 7:4j, and (ii) estimates the remaining trucated ex-
pectations using a standard binning scheme.

We then in Section C.2 provide a parameterized dif-
ferentially private mechanism Mgcgde. (cf. Algorithm 4)
for vector-valued queries. For fixed (o, p), the mecha-
nism uses an intuitive bracketing-and-bisection search via
Oraclesgg to calibrate the noise: it finds (up to tolerance
7) the largest feasible rate parameter 5 — equivalently,
the smallest noise magnitude under the parameterization —
subject to the target (¢, ) constraint, and then outputs the
noisy answer ¢(G) + X with X ~ SGG(«, 3, p).

4.2. Utility-Optimized SGG Mechanism

Algorithm 4 shows that for any fixed («, p), we can cali-
brate the rate parameter 3 so that M¢g. satisfies the target
(e, 9) guarantee. However, the same privacy level can typi-
cally be achieved by many different pairs («, p), and these
choices can lead to different accuracy. This motivates se-
lecting («, p) to minimize a prescribed error metric (MSE)

while preserving the same privacy constraint.

4.2.1. FINDING OPTIMAL PARAMETERS

We next provide Algorithm 5 (c.f. Section C.2), that nu-
merically tunes the Spherical Generalized Gamma Mech-
anism by searching for parameters («, 3, p) that minimize
the mean-squared error (MSE) ¢ subject to a target (e, d)-
privacy constraint. It proceeds by running a binary search
over MSE values c. At each binary-search step, it solves
the two-dimensional problem of selecting o*, p* to mini-
mize the achieved optimal delta §* under the fixed noise
budget ¢. For each candidate («,p), Algorithm 4 deter-
mines whether there exists a noise multiplier 8* that satis-
fies the MSE constraint ¢ and returns the corresponding §*;
we implement the («,p) search using standard Bayesian
optimization. If §* < 4, the target parameter, then the noise
is decreased in the next iteration; otherwise it is increased.
The algorithm uses in the mechanism output the parame-
ters o™, *, p* for the distribution of radial component R
that minimize the MSE c subject to §* < 6.

4.3. Advantage over Gaussian and /> Mechanisms

Based on Algorithm 5, we use the SGG family as a search
space to identify selected low-dimensional regimes where
an SGG mechanism outperforms both the Gaussian and /5
mechanisms. The purpose of this experiment is to demon-
strate that there is a low dimensional regimens that we
could have improvement over both gaussian and /5; it is
not intended to show that SGG uniformly or systematically
dominates Gaussian and ¢y across privacy parameters or
dimensions.

We know that the /5 mechanism (high-dimensional version
of Laplace) is best suited for §,, — 0, while the Gaussian
mechanism is suited for ¢ > 0. Thus, we hypothesize that
the SGG Mechanism will have the best advantage at some
0* that is not too small or too big, for fixed privacy parame-
ter € > 0, dimension 7', and sensitivity s. Based on this in-
tuition, we develop Algorithm 6 (in Section C.4) that takes
in e, T, s and performs a binary search (using Algorithm 5)
to find the 0* at which the MSE of the SGG mechanism has
the biggest advantage compared to the smaller of the MSEs
of the Gaussian and ¢5 mechanisms.

Using Algorithm 6, we identify realistic settings in which
the optimal SGG distribution is much different from the
Gaussian and £ mechanisms (p far from 1 and 2), and has
MSE up to 15% lower than them. In Figure 2 we demon-
strate our findings. Unsurprisingly given Theorem 3.1, the
improvements are larger for small dimension 7" and get
smaller as T increases.

Scope of the low-dimensional improvement. The gains
in Figure 2 should be interpreted as a principled existence
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SGG MSE improvement over baselines (s=1, €=0.1)
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Figure 2. MSE reduction of the SGG mechanism over the ¢2 and
Gaussian baselines with ¢ = 0.1 and sensitivity s = 1. Each
group shows the dimension 7', the § at which this advantage oc-
curs, and the optimal SGG shape parameter p*.

result rather than as a uniform recommendation to replace
the Gaussian mechanism in concrete dimensional mecha-
nism design. Our study does not show strong evidence that
non-Gaussian SGG mechanisms consistently yield signif-
icant improvements over Gaussian across all dimensions
and privacy parameters. In our experiments, the advantage
is concentrated in selected low-dimensional regimes and
shrinks rapidly as the dimension increases. Thus, SGG is
best viewed as a useful design space for finite-dimensional
additive-noise mechanisms, while the Gaussian mechanism
remains the asymptotically justified default in high dimen-
sions.

This distinction is also important for interpreting the
practical implications of the mechanism-level comparison.
When the additive vector release itself is the private prim-
itive, the MSE reduction in Figure 2 directly corresponds
to improved accuracy in the stated parameter regimes. Ex-
amples include low-dimensional mean estimation and low-
dimensional vector releases under composition. By con-
trast, when the additive noise mechanism is used as part in
a larger algorithmic design, the same mechanism-level gain
need not automatically imply an end-to-end improvement.
For high-dimensional private learning methods such as DP-
SGD, additional work is needed to determine whether any
low-dimensional SGG gains translate into improved train-
ing utility

4.4. Privacy Accounting of SGG Mechanisms

Since additive-noise primitives are often invoked repeat-
edly in DP computations, we study tight composed privacy
for multi-call SGG mechanisms. The key observation is
that the privacy loss random variables (PRVs) add under
independent composition. Thus, once the single-step PRV
distribution of an SGG mechanism can be evaluated, the
composed privacy profile can be computed by convolution.

Proposition 4.2 (Composition accounting for SGG mech-

anisms). Consider k independent invocations of SGG ad-
ditive mechanisms, each calibrated for an fy-sensitivity
bound. Let Z1,...,Zy denote their worst-case one-step
PRVs, as characterized in Lemma D.1. Then the composed
privacy profile at level €0y is

k
Ok(etot) = Ex | [ 1 —exp | etot — Z Z;
i=1 +

Consequently, any upper bound Sk(ftot) > 0k (etot) pro-
vides that the k-fold composition is (tot, Ok (€t0t ) )-DP.

The proof and the SGG-specific reduction of the PRV CDF
to a one-dimensional radial integral are given in Section D.
Algorithm 7 implements the resulting accountant by dis-
cretizing the single-step PRV distribution and computing
the k-fold convolution by FFT. Since the {5 mechanism is
a special case of SGG, the same accounting framework also
gives a tight accountant for composed ¢ mechanisms.

5. Conclusion

We show that as T" — oo, the standard Gaussian mecha-
nism is asymptotically best among all additive noise mech-
anisms. Also, we provide a new family of SGG mecha-
nisms and specific choices within this family that outper-
form both the Gaussian and recent {5 mechanism in cer-
tain low-dimensional settings. These low-dimensional im-
provements should be viewed as an existence result: they
demonstrate nontrivial finite-dimensional design space, but
do not show that non-Gaussian SGG consistently pro-
vide meaningful improvement over all parameters, di-
mensions, or downstream applications. Furthermore, we
show tight composition of the SGG mechanisms under the
(e, §)-differential privacy, and answering an open question
of (Joseph et al., 2025) regarding the ¢ mechanism. We
view extending the studies beyond additive noise — for ex-
ample, to data-dependent noise and to non-additive mech-
anisms — as an important direction for future work.
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Our work studies theoretical and algorithmic tools for an-
alyzing and calibrating additive-noise mechanisms under
(e, 9)-differential privacy. The primary intended impact is
to enable practitioners to obtain tighter privacy accounting
and, consequently, to add less noise for a given privacy tar-
get or to certify stronger privacy for a fixed utility level.

We do not anticipate negative societal impacts beyond the
general risk that differential privacy may be misapplied in
a manner that is inappropriate to the application, threat
model, and sensitivity of the data. Additionally, we empha-
size that our methods do not prescribe a universal “safe”
choice of (e,d); users should select privacy parameters
in consultation with domain requirements and established
guidance, and should report these choices transparently.
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A. Additional Preliminaries

Proposition A.1 characterizes the distribution of cos ©, where © is the angle between the random direction vector U and a
fixed reference direction. This random variable appears repeatedly in our analysis. We write Unif(S7 1) for the uniform
distribution on the T-dimensional unit sphere.

Proposition A.1. Let random variable © be the angle between a fixed T-dimensional vector and a T-dimensional random
vector U ~ Unif(ST=1). The density function feos o for the random variable cos © is with the form

fcos@(u):i(l_u%%) u € [—1,1],

and its CDF is with the form *

T-1 T—l)

Pr[cos@gu]zl%( 5 5

Proof. Let random variable X = % € [0,1] so that cos © = 2X — 1. Applying the change of variable formula for
pdf, we have

Nl
~—

r($)27=2
Pr(X =2 =2Prcos©® =2z — 1] = 7

VA T

—

Using Legendre’s duplication formula, we observe that

v ey = ryare -y, rd) =2 Y=Y

2 2 L(44)
Plugging it in the expression of the PDF of X, we have
22T /Fr(T— 1)2T 2
PrX —a] = — 2 2T (1 —2) T
VAl ()
T —1) -3 T-3
R e
L)
1 T-1_4 T-1_4
= oo et ¢ (L-a)T
B(% )
which is the density function of beta distribution with parameter v = 251, 3 = L1,
Finally, using the CDF of the beta distribution, we have
1 T—-1T-1
Pricos® <u]=Pr[2X —1<u]=Pr {Xﬁ u; } = Juq( 5 ,T)

B. Proof of Theorem 3.1

Proof of Lemma 3.1. Recall the definition of optimal ¢ ( Equation (2)) between X, Y at privacy level ¢ as

d = sup (Pr[XES]—e‘EPr[YES})

SCRT +

We will explicitly find a set St such that (Pr [X €S]—ePr[Y € S]) . approaches Ex [g (RTZT)] .

I;(a,b) = Fr(gla)#b) NG 1(1 — t)*~1dt is the regularised incomplete beta function.

12
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By rotational invariance of Uy ~ Unif(ST~1), WLOG, set ur = se; (where e; = (1,0,...,0)). Then, we set
Xr = RTUT, Yr = RrUr + se;.

We then define the set St as the following

2

T 5H33||2
= : < .
ST {JZ eR <61, > < ST }

l\.’)\m

By definition of §, we know that § > Pr[X € S| —e*Pr[Y € Sr].

In the rest of the proof, we will study the asymptotics of the expression Pr [X € Sr] — e Pr[Y € Sr|. First, look at the
asymptotics of the first coordinate of a random direction (ey, Ur). Define

WT = ﬁ(el, UT>.

Using the Gaussian representation Up Liel /G|, with G ~ N (0,Ir), we have that Wp = converges in

G1
IGll./vVT
distribution to a standard normal distribution N (0, 1). By Pélya’s theorem, we have that

lim sup |Pr [Wr <t] — ®(t)| =0, )

T—o0 teR

where @ is the standard normal cdf.

Then, we study the asymptotics of the term Pr [Xr € St | Rr = r|. Condition on Ry = r, we observe that X1 = rUr
and || X ||§ = r? is deterministic given r. Therefore, by the definition of St

T

[\')\CIJ

e r? r2
XTEST@T<€1,U>§ ; = Wr<al|=|,

where we denote function a(u) for u > 0:

Using Equation (9), we have that

PriXr eSr|Rr=1r]=90 (a (i)) + o(1),

where the o(1) is uniform in .

Similarly, look at the asymptotics of the term Pr [Y7 € Sy | Ry = r]. Recall Yr = rUp + sey and (e1, Yr) = rUp 1 + s.
Then,

||Y||§ B r2 + 5% + 2rs{e;, Ur)

T T
r2 2rs WT
T ?*
7“2
=77 O<T>
T2
:T p 3

13
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where O, 0, is the standard notation for asymptotic stochastic boundedness. Therefore, by the definition of St,

s € r
Yres$ U)<—-—-—--=+40,
T € T@T(el, >_ 2 p T ( )
= Wr<b - + 0 !
T > T P \/T
-2
— Wr<b (T) + 0,(1),
where we denote function b(u) for u > 0:
b(u) &Ju s

Using Equation (9), we have that

pett s -0 (o(2)) o)

where the o(1) is uniform in .

Taking expectation of Pr[Yr € Sy | Ry = r] and Pr [Xy € Sy | Ry = r] over Ry and plugging into Pr[X € Sp] —
e Pr[Y € Sr| gives

Pr[X € Sp] —e*Pr[Y € Sy

oo ()0 o (3 o

By et P (b (%)) is exactly the optimal delta of the Gaussian mechanism Mg ,, at

where the expression ¢ (a (
privacy level € (cf. Equation (6)).

Finally, recall that § > (Pr [X e Sp]—e°Pr[Y € ST]) , we finish the proof. O
+

Proof of Proposition 3.1. By convexity of g on [ug, c0), the tangent line at ug is a global under-estimator on the right,
namely, for all u > wug,

9(u) = g(uo) + g (uo) (u — uo) = Ls(u),
Since we assume that g(u) > £s(u) for all u € [0, ug] in the statement, we have g(u) > £5(u) for all u > 0.

Taking expectation with respect to any U > 0 yields

Ex[g(U)] = Ex [(5(U)]
— Bx [g(uo) + ¢ (o) (U — o)
= g(uo) + ¢’ (uo) (Ex [U] — )
= g(uo).
O
Proposition B.1 (Downward closure of the tangent-support conditions). Fixe > 0, § € (0,1), s > 0, and let g : (0,00) —
R be differentiable and strictly decreasing. For any 6 € (0, 1), Let u(0) > 0 be the unique point such that g(u(J)) = 6

and define the tangent line function att > 0 by

Ce(u) = g(t) + g'(t)(u —1).

If there exists a &y € (0,1) and ug = u(dg) such that: g is convex on [ug, 00); and g(u) > Ly, (u) for all u € [0, ug]. Then
the two conditions hold is downward closed for all § € (0, dp).

14
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Proof. Fix any 0 € (0,0¢) and let u; = wu(9). Since g is strictly decreasing and g(ug) = 6o > d = g(uq), it follows that
Uy > Ug.

It is easy to see that the first condition holds on u;. Because [ug,00) C [ug, 00) and g is convex on [ug, 00), it is convex
on the subset [u, 00) as well.

To show the second condition holds, we split the interval [0, u1] into two parts and consider each case separately. For any
fixed u € [0, ug], define function F'(t) = I (u) for ¢ > u, whose output is the tangent line function at ¢ evaluating at a fixed
point . Differentiating F'(t) with respect to ¢, we have

F'(t)=g'(t) + ¢"(t)(u—t) — g'(t) = g" (t)(u — t).

On [ug, 00) we have g”(t) > 0 by convexity, and since ¢ > u we have u — t < 0. Hence F”'(t) < 0 for all ¢ > ug, so F'is
nonincreasing on [ug, 00). Because uy > uq, £y, (v) = F(u1) < F(ug) = £y, (u). By assumption, g(u) > £, (u) for all
u € [0, ug], thus

g(u) > Lyy(u) > Ly, (u), Yu € [0, up).
For the second case, where u € [ug, u1], h(u) = g(u) —Lly, (u). We know that b’ (u) = ¢’ (u)—g’(uq). Since g is decreasing

and convex on [ug, 00), its derivative ¢’ is nondecreasing there. For any ug < u < uy, this implies ¢’ (u) < ¢’(u1), hence
h/(u) < 0 on [ug, u1]. Therefore h is nonincreasing on [ug, u1], and for all u € [ug, u;] we have

h(u) > h(uy) =0,
ie., g(u) > by, (u).

Combining both cases yields g(u) > £, (u) for all u € [0, u1], completing the proof for the second condition. O

1 —7;2/2

Proof is in Lemma 3.2. Denote function ¢(x) = Noras as the standard normal density. We start from the case where

g > 0. Our first step is to give an asymptotic form for function g(u), in which the asymptotics is in terms of u. Concretely,
65/253

2
B _3/9 € 1
V2me2’

Letz = z(u) = 2%, and d = d(u) = 57 = 5, Werewrite g(u) as g(u) = ®(—(z—d)) — e®(—(z +d)). The

S

standard Mills bounds says that for all z > 0,

with C, ; =

1 D(—2) < 1
z4+ 271 o(z) ~ 2
Then we have
gl @2 11 11
z  ¢(2) z z4+z7l B4z 28

which gives us q>¢§(;§) =14+0(z"3)asz - .

Define F(z) = ig(_;). Using ®(—z) = ¢(z)F(z) and the identity ¢(x — d) = e*¢p(x + d), we express g(u) as

g(u) = ¢(x—d)(F(x—d) —F(ac—i—d)).

Applying the asymptotic form of F'(z) at z = x £ d, and use that d = ¢/(2x) = O(1/z) as v — oo:
3

F(z—d) - F(z+d) (xid—xid>+0($i'g)

o)
-+ 0)
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Moreover,

V2T 2
1 22 N e d?
= X — — PR
Vs CP\Ty Ty T
2

Plugging these into g(u) = ¢(z — d) (F(z — d) — F(z + d)) yields

es/2 e € 1
g(u) = Ee /2 <$3 +O<x5>> .

Finally, substitute x and d in terms of €, u, s back, we obtain the asymptotic form of g(u) as expressed in Equation (10).

We then show that for the case £ > 0, there exists tyigns > 0 such that g is convex on [tsight, 00). Let k = £2/(2s%) > 0,
we first rewrite g(u) = f(u)(1+ n(u)), where f(u) = C. su=3/2e** and n(u) = O(1/u) by Equation (10).

Differentiating (log g)(u) = (log f)(w) + log(1 4+ n(u)) with respect to u, we have

2 u?
1 3 1
(ox9) (1) = 55+ 0( )

Using the identity g(u) = exp (log g(u)), and differentiate both side with respect to u twice, we have

(logg)'(u) = —k—‘1+0(1) (11)

g"(u) = g(u) ((log 9)'(w)? + (10g )" (w) ).
Plugging Equation (11) into the expression of ¢’ (u) above, we have

') =g (i +0(3)).

u

Since g(u) > 0 for all w > 0, it is clear to see that there exists urigns > 0 such that g” (u) > 0 for all u > uyigns, i.€. g is
CONVEX ON [Upight, 00).

Next, we define the function L(u) as the y-intercept of the tangent line at u (recall the tangent line is defined in the statement
l5(u), and w is the ug(9) as defined). Concretely,

L(u) = g(u) — ug'(u) = g(u) (1 — u(log g)'(u))-

Plugging Equation (11) into the above, we have L(u) = g(u)(1 4 ku 4+ O(1)). Since g(u) decays like u=3/2e=**, we
have

lim L(u) = 0.

UuU—r00

We now are ready to show that for the case ¢ > 0, there exists a u, that satisfies both conditions. Let m = g(uright ), and
since ¢ is a decreasing function, we know that m < g(u) for all u € [0, uright}. Choose u, > urignt large enough that

L(uy) <m.

Let §, = g(u,) € (0,1) and define the intercept function at u, as £, (u) = g(us) + ¢’ (us) (w — uy).

16



Optimality of the High-Dimensional Gaussian Mechanism and Improved Low-Dimensional Mechanisms for DP

We claim that g(u) > ¢, (u) for all w € [0, u,]. First, for v € [0, urigne), since function £, (u) is decreasing in u, we have
that

Ci(u) < £.(0) = g(us) — usg'(us) <m < g(u).

Second, for u € [Uright, U], convexity of g on [tight, 00) implies that g(u) > ¢, (u). Therefore we prove that for the case
€ > 0, there exists a point u, such that g(u) > £, (u) on [0, us], and g is convex on [uy, 00).

We notice that the existence also holds for the case € = 0. Using Taylor expansion of ® at 0, we can derive an asymptotic
form for function g(u) when € = 0:

g(u) =2 @ +¢(0)t + O(t3)) 1= Sy o),

Ver
Also, we have L(u) = g(u) — ug'(u) = 23\/—‘;711_1/2 + o(u~'/?) — 0 as u — oo. The rest will follow directly from the

proof for the case € > 0.

To finish the proof, we then apply the downward-closure argument ( Proposition B.1), and observe that the two conditions
that hold at u, also hold at ug > w,: ¢ is convex on [ug, 00) and g(u) > £5(w) for all u € [0, ug].

This proves the lemma. O

Combining Lemmas 3.1 and 3.2 and proposition 3.1 yields the conclusion that, in the high-privacy regime, the Gaussian
mechanism is asymptotically optimal among all spherical additive-noise mechanisms with the same MSE. Theorem B.1
formlizes this.

Theorem B.1 (Asymptotic Gaussian optimality among spherical noises). Fix ¢ > 0 and s > 0. There exists 6, € (0,1)
such that for every § € (0,0,] the following holds. Let uy = uo(0) be the minimal Gaussian variance for which the
Gaussian mechanism Mcg , is (¢,0)-DP. For each T > 2, let Mg, 1., be any spherically symmetric additive-noise
mechanism with
Ex [R7] = Tuo.
Then
1iTrgioréf S Mg g (e) > O Mg () =4.

Equivalently, for every n > 0, for all sufficiently large T,
5MRT,T,1L0 (5) >0— n.

Proof. Fixe > 0, s > 0, and let §, be as in Lemma 3.2. Fix any 6 € (0,d,], and let ug = uo(d) > 0 be the (unique)
solution to g(up) = J. Recall that, we define Gaussian privacy function g for u > 0 (cf. Equation (6)),

Now consider the spherical mechanism Mg, 7.4, (ur) = pr + RpUr with Ex [R2T] = Tug. Let up € RT be any shift
with [|pr ||, = s, and define neighboring output distribution

X7t = RrUr, Yr = Xr + pr.

Let 624 (¢) denote the optimal delta at level ¢ for the pair (X, Y7). By definition of 6. (Mg, T.4,) as the worst-case delta
over neighboring databases, we know that for every choice of p7 with ||pr||, = s, we have that

de (MRT,T,UO ) > 5?’id (5)

We compare the privacy parameter (5%“1 (¢) to that of the Gaussian benchmark M.

17
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Let U = R3./T. By Lemma 3.1, we have

where o(1) — 0as T — oo for fixed (¢, s).

2
It remains to lower bound Ex {g (TT” under the second-moment constraint Ex [RT
the random variable U. By Lemma 3.2 (with § < d,), the function g satisfies the convexity and tangent-line conditions at

1, hence Proposition 3.1 yields

} = ug. Apply Proposition 3.1 with

Ex [g(U)] > g(uo) = 6. (12)

Combining the above two inequalities gives
37(e) = Ex [g(U)] + o(1) 2 g(uo) + o(1) = 6 + o(1).
Therefore,

liminf 6. (Mg, 1Tuo) > hm inf 65d(g) > 6,

T—o0 T—o0

which is exactly the claimed statement. O

Proof of Lemma 3.3. Recall that, by Lemma 3.3’s definition, M is a Haar-uniform random matrix over the group of all
T x T orthogonal matrices and independent of a random vector X € R”. Let X' = M X.

We first show that X’ is spherically symmetric. Fix any deterministic 7" x T orthogonal matrix ). We know that Q M <M
by Haar-uniform random matrix’s property. Therefore, we have

QX' =QMX £ MX = X',

which, by definition, says that X’ is spherically symmetric.

Since orthogonal transformations preserve the Euclidean norm, so || X'||, = ||M X||, = || X]|,, and therefore

Ex ||X'[;] = Ex |1 x]3] -

It remains to prove &’ < 4. Fix any u € R” with ||u||, < s. Let v denote Haar measure over the orthogonal group. For each
orthogonal matrix O, define Pp, Qo as the distribution of OX and OX + p, respectively. By convexity of hockey-stick
divergence under mixtures,

He (XX 4 ) < [ He (o, Qo) dv(O).
For every fixed orthogonal matrix O, applying the bijection = — OTx to both distributions gives
Ho (OX,0X 4+ p) =H (X, X +O0Tp).
Since [|OTpll, = |||l < s, the definition of ¢ gives H. (X, X 4+ OTp) < ¢. Therefore,
Ho (X, X7+ ) <6.

Taking the supremum over all x with [|uz|, < s gives ¢ < 0. O

To finish the proof of Theorem 3.1, we further use Lemma 3.3, which formalize that, under a fixed MSE budget, the optimal
privacy achievable by additive-noise mechanisms is no better than that achievable by spherical additive-noise mechanisms.

18
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Proof of Theorem 3.1. Fix € > 0 and s > 0, and let J, be as in Lemma 3.2. Fix any § € (0, 0,], and let ug = uo(d) > 0
be the unique solution to g(ug) = d, where (cf. Equation (6))

Now fix any T' > 2 and consider an arbitrary additive-noise mechanism
Mo () = pr + X,

where X7 € R” is a random vector satisfying the MSE constraint Ex {HXT Hg} = Tug. Let
def
dr(e) = sup H. (Xr, X1 +0).
llvlly<s

By definition of the worst-case optimal delta for the additive-noise mechanism, 1., (€) = d7(€). Let X7 = MrXr
be the symmetrized noise of X7, where My is the Haar-uniform random matrix over the group of all 7' x T' orthogonal
matrices. Define

S(e) € sup He (X, X+ v).
[Jv]l,<s

By Lemma 3.3, we know X/ is spherically symmetric, has the same MSE as X, and moreover

5 (e) < o7 (e). (13)

Since X/ is spherically symmetric, there exists a nonnegative random variable Ry > 0 and an independent Up ~

Unif(ST~1) such that X} < RyUy, and Ex [R2] = Tug. Therefore, the spherical optimality result Theorem B.1
applies to the spherical mechanism pp + X/ and yields

lHm inf 6 () > pq . () = 0. (14)
T—o0 o

Combining Equation (13) and Equation (14) gives

. . 1 . . . ’
lﬂloréf M, (€) = l%prglorcl)f dr(e) > I%Frrigéf op(e) > 0.

This is exactly the claimed statement. O

C. Supplementary Material for Spherical Generalized Gamma Mechanism
C.1. Numerical Bound

Proof of Lemma 4.1. Let Yy, Y1, X be iid. with X = RU ~ SGG(«, 3,p), where R ~ GGamma(w, 8,p) and U ~
Unif(ST—1) are independent. Define © the angle between p and U, and recall W = cos© € [—1,1], whose CDF Fy
given in Proposition A.1.

Let fx denote the density of X. Since Yj 2 X andY; +u 4 X +p, wehave fy, (z) = fx(z) and fy, . (z) = fx(z—p).
By the privacy-loss random variable characterization of the optimal J(¢) by a fixed ¢ ( (Balle & Wang, 2018a)),

5 () = [Pr(L“eg(X) < —&) — eF P(LP(X) > s)} R

where

LPOS(X) — In fY1+M(X) —In fX(X _:u)

fro(X) fx(X)
ne, — In fYo(X—f—/L) o an(X—’_lu‘)
) =& ™ 0
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Spherical symmetry reduces the PLRV to a function of (R, W). By Theorem 2.1, the SGG density is spherically
symmetric, i.e., fx(x) = g(HxH;) for a suitable generator g. Therefore,

g(IX —ul?) . g(R* —2RsW + ?)

175(X) = In in |
g(I1X113) 9(R?)
2 5 )
Lneg(X) —In g(HX‘f‘,l;HQ) —In g(R —|—2R52W—|—3 )
g(1X112) 9(R?)

Moreover, since U ~ Unif(ST~1) implies W L _W, we have LP*(R,W) = L"8(R,—W) and hence LP*(X) <

L"g(X). Consequently, we may work with the single privacy loss
L(X) = L™8(X),
and write

0"(e) = |Pr[L(X) < —¢] —e* Pr[L(X) > ¢] o

For X ~ SGG(a, 3, p), Table 1 yields

atl-T —p|=|3
€ )

at+1-T  5,p/2
fx (@) oc [z e P

SO g(t) <t

Substituting this g into L(X) = In(g(||X + u||§)/g(||X||§)) gives
L(X) =4(R,W),
where for r > 0 and w € [—1,1],

1-T 2
Lr,w) = Lln(l—l—ﬂ—i—
T

5 Sz) —l—ﬂ[rp— (r2+2swr+s2)p/2}.

)
Monotonicity in w (for « < T — 1). Since the lemma assumes o € (—1,7 — 1], we have v + 1 — T < 0. Let

q(r,w) = r? + 2swr + s* > 0. A direct calculation yields

ol a+1-T p_
%(r,w) = sr [q(r,w) — Bpq(r,w)? 1] =

q(r,w) {(a +1-T)— Bpq(r, w)p/z} '

Because sr/q(r,w) > 0, Bpq(r,w)?/? > 0, and (o + 1 — T) < 0, the bracketed term is strictly negative for all 7 > 0

and w € [—1,1]. Hence 0¢/0w(r,w) < 0 on (0,00) x [—1,1], so for each fixed r > 0 the map w > ¢(r,w) is strictly
decreasing on [—1,1]. Therefore, for any y € R and r > 0 there is a unique threshold w*(r,y) € [—1,1] satisfying

U(r,w*(r,y)) = y.
One-dimensional integral expressions. Fix y € R. By strict monotonicity, conditional on R = r,
(L W) <y} == (W2 w'(ny)},  {(nW) 2y} < {W<w(ny).
Using independence of R and W,
Pr(L(X) < —¢) = / Fa(r) (1— Fw(w*(r,—¢))) dr,
0

Pr(L(X) > £) = /0 " Fn(r) B (w*(r, ) dr

Substituting into §*(e) = [Pr(L < —¢) — e Pr(L > ¢)] . yields the desired one-dimensional representation stated in
Lemma 4.1. O
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Proof of Proposition 4.1. By Theorem 2.1 and Definition 4.1, for y = ||z||, > 0 we have

Ifx (3?) = g(yZ) = Coz,B,p,T ya+1—T eXP(—ﬁyp)7

for a constant C, g, 7 > 0 that does not depend on y. Differentiate with respect to y:

d _ 9 (a—l—l—T p1>
dyg(y) 9(y”) Y Bpy .

Since < T — 1 implies o + 1 — T < 0, and since Bpy?~! > 0 for y > 0, the bracketed term is non-positive for all
y > 0. Therefore d%g(yQ) < Oforally > 0, i.e., y — g(y?) is non-increasing. This is equivalent to t — g(t) being
non-increasing on (0, co) under the change of variables ¢ = y?. O

Proof of Lemma 4.2. Write P, for the distribution of X + p and Py for the distribution of X. Since X is spherically
symmetric, the quantity &7, (¢) depends on j only through s = |[[|,; hence it suffices to prove monotonicity in s. Let
f denote the density of X and note that P, has density f,(xz) = f(xz — u). Recall that the optimal ¢ at level ¢ can be
expressed as

) = [ (@) =€ fla =), do.

Equivalently, let ¢ = e and using (@ — b)4 = a — min{a, b} for a,b > 0, we may rewrite

d(e) =1~ min{ f(z), ¢f(x — )} da.

RT

Using the identity min{a,b} = [;° 1{a > t}1{b > t} dt for a,b > 0, we have

/]RT min{f(z), cf(x — p)}da = /OOCA({:U cf@) > tin{xef(z—p) > t})dt
:/OO)\(Atﬂ(quAt/C))dt,
0

where A(-) denotes Lebesgue measure and A; = {x : f(x) > t}.

By Proposition 4.1, the radial profile y — g(y?) is non-increasing for o € (—1,T — 1]. Since f(z) = g(\|x||§) depends
only on ||z||, and is non-increasing in the radius, each superlevel set A, is a (possibly empty) Euclidean ball centered at
the origin: there exists a radius p(t) € [0, oo] such that A; = B(0, p(t)). Likewise, A;/. = B(0, p(t/c)). Therefore, for
eacht > 0,

(A0 (+ Aige)) = ABO, p(8)) N B, p(t/0)))

A standard geometric fact is that, overlap of two balls decreases as their center separate. Formally, for fixed radii 71,72 > 0,
the function

A(B(0,m) N B(se1,72))

is non-increasing in s > 0, where e; = ﬁ is a fixed reference direction. Since A\(B(0, 1) N B(u,r2)) depends on p
2

only through s = |||, it follows that A(A¢ N (1 + A ) is non-increasing in s = |||, for every ¢. Plugging this shows
that the overlap integral [ min{f(z),cf(z — u)} dz is non-increasing in s.

Finally, d,(¢) is therefore non-decreasing in s = ||u|,. Hence, if [|111]l, < [|p2|l,. then 07, (¢) < 6% (), as claimed.  OJ
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Algorithm 1 7-tight upper-bound oracle Oraclesgg

: Imput: Parameters (T, o, p, 8,¢) witha € (=1,T — 1], p > 0, 8 > 0, sensitivity bound s > 0, target slack n > 0.
: Output: § = Oraclesgg(, p, B, ¢, 8).

sk (a+1)/p, Nai < 1/3,  Tint < 10 — Thail

: Compute (by bisection) any zmax > 0 such that (1 + %) Q(k, 2max) < Ntail-

AW N =

Adaptive probability binning on [0, zmax| 1o bracket the truncated integrals.
¢ P+ {[0, zmax]} // current partition into bins
: while true do
// For each bin I; = |z;, z;41|, compute its Gamma mass and a binwise bracket on g.
Initialize accumulators: A < 0, A < 0, B+ 0, B < 0.
9:  Initialize bin-score list (for refinement): score(I) < 0 forall I € P.
10:  foreach I; = [z;,z;11] € P do

11: m; < P(k,zi11) — P(k, 2;) //P denotes regularized lower incomplete gamma function
12: lg_ ,»5—,1'] — EncIoseG(Ii —g; T,a,p,ﬂ,e,s)

13: 9, vl < EncloieG (IL’ g, T,o,p, B¢, s)

14: Ac—A+myg A A+mg_;

15: §<—§—|—mg+,i; §<—§—|—m§+,i

16: score(l;) <~ mi(g_; —g_ Z) +emi (g — g+-,i)

17:  end for

18:  if (A — A) + e°(B — B) < 1jj: then break

19:  // Refine the partition by splitting the bin with largest contribution to the bracket width.
20:  Let I* = [z1, zy] € P be a bin maximizing score([).

21: ZM<—(ZL+ZU)/2.

22: P(—(P\{I*})U{[ZL7ZM],[ZM,ZU]}

23: end while

// Add the tail bound and output an upper bound on d;,(¢).
24: 7+ Q(k, Zmax) // Q denotes regularized upper incomplete gamma function

25: 6 + max{0, (A+7)— e B}
26: Output: §.

C.2. Provable DP Guarantee and Mechanism

We first provide intuition for the proof of Lemma 4.3 (existence of an 7-tight upper-bound oracle Oraclesgg). It follows
by an explicit construction. At a high level, the oracle reduces the one-dimensional integrals defining ; (¢) to expectations
under a standard I'(k, 1) measure via the change of variables Z = SRP (with k = («a + 1)/p), so that Gamma tail
probabilities can be computed in closed form. It then (i) truncates the integral at a data-independent threshold 2z, chosen
to make the discarded tail contribute at most 74;, and (ii) brackets the remaining truncated expectations by an adaptive
probability-binning scheme: on each bin, the integrand is provably upper and lower bounded by an an interval [g, g], and
these bounds are aggregated with the bin masses ; to obtain global lower/upper bounds whose total width is provably
controlled. We now give the formal proof.

Proof of Lemma 4.3. We prove the lemma constructively by showing that Algorithm 1 implements an 7-tight upper-bound
oracle defined in Definition 4.3.

Fix any dimension 7' > 2, parameters o € (—1,7 — 1], p > 0, 8 > 0, privacy level £ > 0, and any shift vector u € RT
with [|u|l, = s. Let X ~ SGG(«, 3, p). By Lemma 4.1, the optimal ¢ for the neighboring pair (X, X + ) can be written
as

4,,(¢) = max{0, A — e“ B}, (15)
where A = Ex[g_(R)] and B = Ex [g; (R)] are expectations under R ~ GGamma(«, 3,p), and g4+ (-) € [0,1] are the
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Algorithm 2 ENCLOSEG: Binwise bounds on g4 (z) over I = [zr,, zy]

: Input: Bin I = [zg, zy), target y € {e, —e}, parameters (T, o, p, §, €), sensitivity bound s
: Parameter: bisection tolerance 7, > 0.

: Output: Bounds [g, g] such that g(z) € [g,g] forall z € I.

crp (2 /B)YP, vy (2p/B)YP, w4 =1, w1, ok <+ true

// Interval-bisection in w for ®(r,w) = 2+=L ln(l + 2w 4 ;—i) +5 |:Tp — (r? + 2swr + s2)P/2| onr € [rr,rU].

AW N =

5: while wh — w' > 7, do

6:  wmd ¢ (w4 wh)/2.

7. [®,®] + EnclosePhi ([rz,ry], w™9; T, o, p, B, s).

8: if ® <y < @ then ok < false; break // Cannot decide the sign of ®(r,w™%) — y uniformly on this bin within T,.
9: if & > y then w'" + w™< else w"' « w™d

10: end while

11: if ok = false then Return: [0, 1]

12: ify = ¢ then g < Fyy (w'), 7+ Fy(w") elseg <+ 1 — Fyy(w"), g+ 1— Fy(w')

13: Output: [g,7]. ;

bounded angle-probability functions defined in Lemma 4.1, i.e.
9-(R) =1—Fw(w*(R,—¢)), g+(R) = Fw(w"(R,¢)).
We now show that Algorithm 1 outputs a value 5 satisfying

§5() <3< 85(e) + . (16)

Rewriting Under a Standard Gamma Measure. Let k = (a+1)/p and define the change of variables Z = SRP. Then
7 ~ Gamma(k, 1) (shape k, unit scale), with density

fz(2) = =——2F"te™2, z> 0.

eI

1/p
Define g4 (z) € [0,1] by g+ (2) = g+ ( ( ) > . A direct substitution yields

b

~Ex[7_(2)], B=Ex[§,(2).

Truncation and a Closed-form Tail Bound. Let 2, > 0 and set 7 = Pr[Z > zpax] = Q(k, Zmax), Where Q(+, ) is
the regularized upper incomplete gamma function. Define the truncated integrals

Zmax Zmax
Acvee = [T 10T B = [ 220520
0 0
Since 0 < g+ < 1, the discarded tails satisfy 0 < A — A<, <7, 0<B - DB, <. Consequently,
(A—e€"B) = (A<zpue — € B<z, )| < (T4 €°)T

In Algorithm 1, we choose zmax (by bisection on Q(k,-)) so that (1 + e®)7 < n,;. This guarantees that truncation
contributes at most 7, additive error to the linear form A — e* B.

Probability binning and Brackets on the Truncated Integrals. Fix any partition 0 = 29 < 21 < -+ < 2z, =
Zmax, 1i = |2i,2i41]. Let m; = Pr[Z € I;] = P(k, zi+1) — P(k, 2;), where P(-, ) is the regularized lower incomplete

gamma function. Suppose that for each bin I; we have a provable lower and upper bound

Ei(Z) € [gi’iagiﬂ;]; Vz € Ii'
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Algorithm 3 ENCLOSEPHI: Interval bound for ®(r, w) over r € [rp, ry]

1: Input: interval [rp, ry] with 0 < rp < ry, scalar w € [—1, 1], parameters (T, o, p, 3, $)
2: Output: [®, ®] s.t. ®(r,w) € [@, @] forall 7 € [rr,ry].
e (a+1-T)/2
// Bound q(r) = r? + 2swr + s% on [r1, ry] (convex quadratic).
4: r* + min{ry, max{rr, —sw}} {projection of the vertex —sw}
D gL T4 2swrg + 8%, qu <+ rH + 2swry + 8%, g+ (r%)? + 2swr* + s2
¢+ min{qr,qu, ¢}, G max{qr,qu}
// Bound ¢y In(q(r)/r?) using q,q and r* € [r2,r3].
cuq/rh, weqg/r?
. if u < 0 then £ < —occ else £ < In(u)
: £+ In(7)
if c1 >0 then L — Clﬁ, f — Clz elseL — Clz, Z — C1£
// Bound rP — q(r)p/2 (monotone forr > 0, ¢ > 0).
11: a1y, a7}
12: b ("%, b+ (g)P?
13: D<—a—-b, D«<a—-b
// Combine: ® =L+ - D (with 5 > 0).
14: @« L+ D
15 @« L+8D

16: Output: [D, P].

AN W

S O 0

Multiplying by the nonnegative density and integrating over I; yields

m—1 m—1

A = T Q_,i < ASZnnx S T g—ﬂ = A7
1=0 1=0
m—1 m—1

B = Wig+ ; < B<andx < 7Tz§+,i =B

Therefore the truncated linear form is bracketed as
A—e"B< A<zpmay — € Bz, < A—e°B,

and the bracket width satisfies
m—1
(A-4)+e(B-B) = Y m|G_i—9 )+ @ri—9,,)]:
i=0

which is exactly the quantity tracked by line 18 in Algorithm 1.

It remains to justify that g4 (z) € [g, ,, g ;] is true forall i € [m], z € I;, and that the adaptive refinement loop terminates
once (Z — A) + et (E — ﬁ) falls below 7;.

Correctness of ENCLOSEPHI and ENCLOSEG. We first recall the (binwise) privacy-loss threshold function used in
Lemma 4.1. For r > 0 and w € [—1, 1], define

a+1-T 2sw

2
O(r,w) = fln(l t——+ 82) +3[r’) — (r* 4+ 2swr + 82)1’/2}.

r2
Because o < T — 1, the coefficient (o + 1 —T) /2 < 0, and since q(r, w) = r? + 2swr + s? increases with w, both terms
in ®(r, w) are non-increasing in w. Hence, for each fixed r > 0, the map w — ®(r, w) is non-increasing on [—1, 1].

For a target level y € {¢, —¢}, define the threshold

w*(r,y) =sup{w € [-1,1] : ®(r,w) > y},
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with the convention that sup @ = —1. By monotonicity in w, we have that for every r > 0,

O(r,w) >y <= w<w'(ry).

Recall that g,(T‘) —1_ FW(w*(r, —E)), g+(R) = Fw(w*(r, E)), and §i(2) =g+ ((2>1/p> .

Correctness of ENCLOSEPHL Fix w € [—1,1] and an interval » € [rp,ry] with 0 < rp < ry. Algorithm 3 computes
bounds for ® (7, w) by interval arithmetic: (1) it bounds the quadratic ¢(r, w) = r?+2swr+s2 on [rz, ry] using convexity,
(2) it bounds In(g(r, w)/r?) using monotonicity of In together with q(r,w) € [¢,q] and r* € [r?,r?], and (3) it bounds
P — q(r,w)P/? using monotonicity of x — 2?/2 on R>q and 7P € [r},7F;]. Combining these bounds linearly yields an

interval [®@, ®] satisfying
O (r,w) € (@, D] Vr € [rp, rul.

Correctness of ENCLOSEG. Fix a z-bin I = |21, zpy] and let 7 € [r,, 7y/] be its corresponding r-range with r = (z/3)/?.
WLOG, assume now 0 < r, < 7. Algorithm 2 performs bisection on w € [—1, 1] to enclose w*(r, y) forall r € [rp, ry].
At each bisection step with midpoint w™i¢, it calls ENCLOSEPHI to obtain an interval [®, ®] satisfying ®(r, w™) €
[®, ®]. If @ > y, then ®(r, w™d) > y for all 7 in the bin; since ®(r, -) is non-increasing, this implies w*(r,y) > w™ for
all 7, so updating w'® <+ w™¢ is sound. Similarly, if ® < y. If neither condition holds (i.e., the interval straddles ), the
routine returns [0, 1], which again is sound.

When the routine terminates without the fallback, it has produced w'® < wh such that

hi]
)

w*(r,y) € [w1°7w Vr € [rp,ru)-

Applying the monotonicity of the CDF Fyy yields
Fy (w*(r,e)) € [Fw(wlo), FW(whi)}, 1= Fy (w*(r,—¢)) € [1 - Fy (w), 1 — FW(wlo)],

which is exactly what Algorithm 2 outputs. Composing with r = (z/3)'/P, we justify that g (z) € 9, ;> 4] is true for
alli € [m],z € L.

Termination of the Adaptive Refinement Loop. We show that the refinement loop in Algorithm 1 terminates, i.e., it
eventually constructs a partition such that

(A= A)+¢(B—B) < .

Over the compact interval [0, zyax], the functions g (z) take values in [0, 1] and are Borel-measurable (indeed, they are
continuous except possibly at z = 0, and bounded everywhere). Hence, for every error bound 7 > 0 there exists a partition
of [0, zmax] such that the oscillation of g4 on each bin is at most 7, except possibly on bins that touch 0. For bins touching
0, even the trivial enclosure [0, 1] contributes at most their Gamma mass to the error accumulator; since k¥ > 0 the Gamma
measure of [0, ¢] tends to 0 as ¢ | 0, so by refining near 0 we can make the total contribution of such bins arbitrarily small.
We also note that the accumulated bracket width is a probability-weighted sum of binwise oscillations, and hence does not
scale with the number of bins.

Formally, pick n > 0 such that (1 4 €°)n < 9int/2. Choose ¢ € (0, zmax) so that (1 + %) Pr[Z € [0,¢]] < Mint/2. On
[¢, Zmax], bounded (and continuous) functions are uniformly continuous, so there exists a finite partition of [(, zyax] in
which each bin has oscillation at most 7 for both g_ and g, . Using the correctness property of ENCLOSEG on those bins
then yields

Z mr[(g_r - Q_J) +e (G4 — 2+,I)] < (1+€%)8 < nine /2.
IgKvaaX]

For bins contained in [0, {], even the trivial enclosure [0, 1] gives

S m@ -9 )reE@ir—g, )] < U+ PrZ € [0.C]] < /2.
1C[0,(]
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Algorithm 4 Parameterized SGG Mechanism M¢gt

1: Input: A vector-valued query ¢(G) € RT with /5 sensitivity s > 0, privacy parameters (&, 4), fixed (v, p) with
a € (=1,T — 1], p > 0, n-tight upper-bound oracle Oraclesgg (Definition 4.3), tolerance 7 > 0.
Bl 1
while Oraclesgg(a, p, 8°,¢,5) > § do B'° < p°/2
6hi — BIO
while Oraclesgg(a, p, B, ¢, 5) < § do B < 23N
while 5" /5'° > 1+ 7 do
ﬂmid — (ﬁlo + Bhi)/Q.
if Oraclesgg (v, p, /™9, ¢, 5) < 6 then B'° < gMid else g «+— pmid
end while
ﬁ — Blo.
Output: ¢(G) + X, where X ~ SGG(«, 3,p).

—_— =
YRk wd

Adding the two contributions gives (A—A)+ - ef (B — B) < nint. Since Algorithm 1 refines by repeatedly splitting the
bin with largest contribution to (A — A) 4 (B — B), its mesh size tends to 0 and it must eventually reach a refinement
at least as fine as the existence argument above; therefore it terminates.
Conclusion. Let D = A — e B and let

D=({A+7)—€eB, §=max{0,D}, d,,(¢) = max{0, D}.
We first show D > D (hence 5> (5:(6)). This is because

A= ASZmax + (A - ASZmax) S Z + Ty B 2 Bﬁzmax Z Ev

and therefore D = A — e B < (A+ 1) — ¢ B = D.

Next, we upper bound D — D. Using the decompositions A = A<ipon +As. . and B = B, + Bs.  with

0< A, ...B>z... <7,wehave
D-D=(A-Ac., )+ (r—As.,) + € (Besy,, —B) + e B,
<(A—A)+e(B-B)+ (1 +e)7
< Ming + Ntail = N

Finally, since z — max{0,z} is 1-Lipschitz, 0 < 5 — 6;(5) < D-D < 5, which is exactly Equation (16). So we
conclude that Algorithm 1 is an 7-tight upper-bound oracle, and such an oracle exists. O
With Lemma 4.3 in hand, we show some supplementary statements needed for our mechhanism in Algorithm 4.

Lemma C.1 states that, for fixed (, p), changing the rate parameter (3 simply rescales the SGG noise by a factor A = 3~ 1/7.
Equivalently, SGG(«, 3, p) is the distribution of A X; for X; ~ SGG(a, 1,p).

Lemma C.1. Fix T > 2, a > —1, p > 0, and 8 > 0, and define A\ = ~'/P. Let R, ~ GGamma(a,1,p) and
U ~ Unif(ST=1) be independent, and let X1 = R1U ~ SGG(a, 1, p). Then

R ~ GGamma(a, B,p) < RL ARy,
and consequently,
X ~SGG(a, B,p) = X ZAX,.

Proposition C.1 (Monotonicity in the rate parameter 3). FixT > 2, a € (—=1,T — 1], p > 0, ande > 0. For § > 0, let
Xp ~ SGG(a, B,p) and let 6}, (; B) denote the optimal delta for the neighboring pair (X, Xp + ) at level e. Then, for
any fixed shift ;1 € R, the mapping 3 — d7,(e; B) is non-decreasing. Equivalently, for 0 < By < f3s,

8,.(g; B1) < 0,,(g; Ba).
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Proof. Let \(8) = $~'/P. By Lemma C.1, we may write X 4 A(B) X1 where X; ~ SGG(a,1,p). Consider the
invertible map ¢ (z) = x/A. Since hockey-stick divergence (and hence d},(¢)) is invariant under bijective transformations,
we have
51(2:8) = 0" (5 Xa, Xs+ )
= 0" (55 oa8) (X3), oas)(Xp + 1))
= 0" (&5 X1, Xi+p/ANB)) =05 )5 s)(& D).

Now fix 0 < 81 < 3. Then A(51) > A(B2), hence

I

2 = H)\(I;ﬁ

2
Applying the shift monotonicity result Lemma 4.2 to the base distribution X; ~ SGG(«, 1, p) yields
Su/n(a) (€3 1) < 858y (83 1)

Substituting back proves 67 (g; 81) < 0y, (¢; B2). O

Algorithm 5 Spherical Generalized Gamma Mechanism

1: Input:
o T € N~y, the query dimension, s > 0, the query’s £5 sensitivity
* £>0,d € [0,1], the desired privacy parameters
* q(G) € RT, query result
* Oraclesgg which on input T, o, p, 3, € outputs an upper bound for 4.
serr: 0,7 —1] x Ryg x Rso — Ry, the error function for generalized gamma distribution

2: Parameters:
s a€0,T—1],8>0,p > 0 the parameters of the generalized gamma distribution

3: Set the noise budget upper bound ¢"PP such that the standard Gaussian mechanism that achieves (e, §)-DP introduces
error c'PP. Also set ¢™9 « 1.
0% 00
/I Perform a binary search over c € [1,c"PP] to find the smallest feasible noise level
while §* > § V (|6* — 6| > atol A | — c“PP| > atol) do
if 5* < § then set ¢“PP « ¢Mid elge set oW « ¢mid
Cmid — (Clow + CUPP)/2
Solve the 2-dimensional optimization problem

R A A

o™, p* + arg min Oraclesgs (7, v, 3, p, €)
o,p

/I B and B* below computed via Algorithm 4 on input s, €, v, p and target b, constrained to noise budget c™d

10:  0* < Oraclesgg (T, a*, 8%, p*, €)
11: end while
12: Output: ¢(G) + RU, where R ~ GGamma(a*, h(a*,p*, c¢™?),p*) and U ~ Unif(ST—1).

Theorem C.1. The mechanism MZZ. (Algorithm 4) is (&, 6)-differentially private.

Proof. Fix neighboring databases G ~ G’. Let p = q(G) — q(G’) € RT, and we know |[|u||, < s by the assumption on
¢(+). The mechanism in Algorithm 4 outputs

Mo (G) = q(G) + X, Msge(G) = q(G) + X,
where X ~ SGG(a, 8, p) and S is the value returned by the bracketing-and-bisection procedure.
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By translation invariance, distinguishing M¢l.(G) from M. (G’) is equivalent to distinguishing Xg from Xz + p.
Thus, the optimal ¢ at level ¢ for the pair of the mechanism outputs equals &7, (; ), the optimal 6(¢) between X and
Xg + .

By the shift monotonicity result Lemma 4.2, the map p +— &7 (e; ) is non-decreasing in ||u||,, hence for any p with
[le]|, < s and any fixed 3,

* 0 . * . T : _
6,(e;8) <6, (;8) forany us € RT with ||ps][, = s.

Applying the oracle guarantee in Definition 4.3 to u, gives

d,,.(e;8) < Oraclesgg(a, p, B, ¢, ||sl|5) = Oraclesga(a, p, B, €, 5).
The chosen f is feasible for the target (¢, ¢). By construction, the algorithm maintains a feasible lower bracket B'° with
Oraclesgg (o, p, 8'°,¢,5) < & and an infeasible upper bracket 3" with Oraclesgg(cv, p, 8", €,5) > §. The update rule in

the bisection step relies on the monotonicity in 3 (Proposition C.1) to preserve feasibility/infeasibility of the brackets. At
termination the algorithm sets 3 < 3'°, and therefore

Oraclesgg(a, p, B,¢,5) < 4.

Combining the last two inequalities, we conclude that for every neighboring G ~ G’, the output distributions satisfy the
(e, 9)-DP inequality. Formally,
67 (e; 8) < Oraclesgs(a, p, B, €,5) <4,

ie., Mcdt is (g, 0)-differentially private. O

C.3. Finding Optimal Parameters of the SGG Mechanism

Finally, based on Algorithm 4 that finds best 3 for fixed (e, d, «, p), we provide Algorithm 5, which finds the parameters
(a*, B*, p*) with minimal MSE given target privacy (g, 9).

C.4. Finding Settings where SGG Dominates

Here we present Algorithm 6, which for a given 7', s, €, finds the ¢ in which the SGG has the biggest advantage over both
the Gaussian and /5 mechanisms.

Algorithm 6 Finding Optimal Advantage

1: Input: T € N>, the query dimension, s > 0, the query’s /5 sensitivity, and € > 0, the desired privacy parameter.

2: Set 8% « 0,6PP « 0.1.

3: // Perform a binary search over § € [, 6“PP] to find the largest advantage

4: while §UPP — §'°% > atol do

5. (;mid — (5Iow + 5upp)/2

6:  Use Algorithm 5 to find («*, 8*, p*) achieving minimal MSE ¢* of the SGG for T-dimensional query with sensitivity
s and privacy parameters (g, 0).

7:  Compute MSE ¢y, and cg of {5 and Gaussian mechanisms, respectively for the above setting.

8 if (cg —c*)/ca < (co, — c*)/cy, then set §UPP «— §Mid else set §'OW «— §mid

9: end while
10: Output: (a*, 3*,p*), c*.

D. Privacy Accounting of SGG Mechanisms
In this section, we study tight composed privacy for SGG mechanisms under multiple invocations.

Our approach follows the FFT-based accountant developed by (Gopi et al., 2024). Their work casts privacy accounting
in terms of the privacy-loss random variable (PRV). The central benefit is that privacy losses add: the PRV of a k-fold
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Algorithm 7 Privacy Accounting for Mgy under k invocations

1: Input: Dimension 7, sensitivity s, SGG parameters («, 8, p), composition count k, target &
2: Discretization parameters: truncation L > 0, step size h > 0, odd grid size M = 1 + [2L/h/]
3: Numerical parameters: radial quadrature size K, angular grid size N,,, arithmetic precision prec
// Discretize the single-step PRV
4: Define grid centers z; <~ —L + thfor: =0,1,..., M — 1 and bin edges b; < z; — %
For each edge b;, approximate Pr [Z < b;] using a K-node Gauss-Laguerre quadrature (cf. Equation (17)).
6: Set the pmf m; < Pr [Z < bi+1} — Pr [Z < bl]
/I Compose by FFT convolution
7: Compute the k-fold convolution 7**) using FFTs, cropping back to the support [—L, L] after each multiplication
(per (Gopi et al., 2024))
// Output the composed privacy guarantee
8: Compute 0y (g) < S Mot 7H) (1 —es77)
9: Return (e, dx(¢))

el

+

composition is the sum of k single-step PRV. This reduces tight (£, §) accounting to (i) characterizing the distribution of the
single-step PRV and (ii) computing the distribution of its k-fold sum via repeated convolution. These two observations al-
lows computing tight composed privacy efficiently by using FFTs after discretizations of single-step PRV. We follow (Gopi
et al., 2024) along its theoretical analysis, and tailor the missing SGG-specific component: an efficient discretization of the
single-step PRV using the one-dimensional integral reduction from Section 4.1.

To discretize the single-step PRV Z for an SGG mechanism, we use the standard approach of placing a grid on the
privacy-loss axis and computing bin masses from CDF differences at grid edges. Thus, efficient discretization amounts to
evaluating the PRV CDF Pr[Z < z] at many grid points. Lemma D.1 makes this feasible: it expresses Pr[Z < z] as a
one-dimensional raidal integral via the same technique used in Section 4.1.

Lemma D.1. (Proof is below) Adopt the setup and notation of Lemma 4.1. Let X ~ SGG(«, 3, p) and define the PRV for
the pair (X, X + u) by

def

7 4 105 - IXE)

g
fx(X +p)
Then, for every z € R,

Pr[Z <z]= /OOO fr(r)Fy (w*(r, —2))dr,

where fr and Fy, are as in Lemma 4.1, and w*(r, -) denotes the corresponding threshold map.

The next step is to increase the efficiency of evaluations of Pr[Z < z] over the discretization grid. The efficiency tricks
exploit the independence between random variable R and the monotonicity of w — £¢(r,w). First, we approximate the
one-dimensional radial (r) integral by a K-node Gauss—Laguerre quadrature after the change of variables t = 7P, leading
fixed radii {r) }/_, and weights {wy, }}*_, such that

Pr[Z < Z] Zwk FW *(rk, —z)) 17)

Second, for each quadrature node ', we precompute a dense lookup table of the strictly decreasing map w — £(ry,w) on a
grid over w € [—1, 1]; thereafter, each threshold w*(ry, —z) is computed as a table lookup followed by linear interpolation.
Third, we evaluate Fyy (+) in vectorized form and complete each CDF query with a single dot product against the cached
weights. With these caches, computing Pr [Z < z] costs essentially O(K) floating-point operations per z. We also (re)use
parallel workers to amortize overhead in practice.

Algorithm 7 describes the full SGG-tailored accounting algorithm. We also note that as the {2 mechanism is a special
case of SGG (e.g., (o, p) = (T — 1,1) with an appropriate scale), this yields a practical tight accountant for its composed
approximate-DP guarantees as well; more broadly, the same pipeline applies to any («, 8, p) and to mixed compositions
by convolving the corresponding discretized PRVs.
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required MSE for (&ct, 6tar)=(1.0,1e-05), kE[2, 4, 8,16, 32]; T=10,a=9,p=1.0,5=1.0
105,

—8— Sequential
FFT Accountant

1044

MSE (noise budget) E[R?]

2 2 2 2 2
k (number of invocations)

Figure 3. MSE Required for privacy target (£tot, 0tar) = (1,107°) under k invocations: sequential composition versus Algorithm 7.

Experimental Evaluation. Figure 3 compares the noise level (measured by the mean-squared error (MSE) of the SGG
mechanisms) required to meet a fixed composed privacy target under two accounting methods: (i) the baseline sequential
composition bound and (ii) our SGG-tailored FFT accountant in Algorithm 7. Concretely, we fix a total privacy target
(Etots Otar) = (1,107°) and consider k € {2, 4, 8,16, 32} invocations of the same SGG mechanism Mg in dimension
T = 10 (with fixed shape parameter « = 9 and p = 1). For each k and for each accountant, we compute the minimal
per-invocation MSE such that the k-fold composition satisfies

61{2 (gtot) S 5tar~

For the sequential baseline, we allocate a per-step budget (e¢o1/k, dtar/k) and solve for the smallest noise meeting this
single-step guarantee (cf. Algorithm 4); for the FFT accountant, we instead solve for the smallest noise such that the
computed composed optimal delta from Algorithm 7 meeting d,, at the privacy level ¢os.

Figure 3 shows a clear and growing gap as k increases between the the baseline accountant and our SGG-tailored FFT
accountant. It illustrates the practical impact of tight accounting

Proof of Lemma D.1. Write X = RU with R ~ GGamma(«, 3, p) independent of U ~ Unif(ST~1), and let

W = . U) €[-1,1].

— ull
By the spherical form of the SGG density (see the derivation in the proof of Lemma 4.1), the log-density ratio (—2)

Ix (X +p)
fx(X)

L™8(X) =log

can be written as a deterministic function of (R, W):
L™¢(X) = 4R, W),

where for each r > 0 the map w +— £(r,w) is strictly decreasing on [—1, 1] (again, proved in Section C.1). Hence, for
every y € R and r > 0, there is a unique threshold w*(r,y) € [—1, 1] such that £(r, w*(r,y)) = y, and

{tr, W) = y} <= {W < w'(r,y)}.

Now note that the PRV in this lemma is the negative of L"*8 (Z = —L"*¢(X) = —{(R, W)). Therefore, conditioning on
R = r and using the monotonicity property,

Pr(Z<z|R=r]=Pr[l(r,W)>—z] =Pr[W < w*(r,—2)] = Fi (w*(r, —2)).

30



Optimality of the High-Dimensional Gaussian Mechanism and Improved Low-Dimensional Mechanisms for DP

£ Oclaimed w O Otrue (5)

0.1 107°  0.798721 25.040031 0.813284
1.0 107°  0.798721 2.504003  0.983594
2.0 107%  0.798721 1.252002  0.995020
4.0 107°  0.798721 0.626001  0.998804
8.0 107%  0.798721 0.313000  0.999755

Table 3. Testing (Ji & Li, 2024, Theorem 5) calibration for RISMG at T' = 128 and s = 1 with dclaimed = 107°. We compute v and
the prescribed o, from the theorem, then evaluate the resulting privacy d¢rue(€) via Lemma 4.1. The computed ¢rue(€) is vastly larger
than 10~°, contradicting the claimed guarantee.

Finally, since R is independent of W, integrating over R yields

Pr(Z <z|= / frR(PrZ<z|R=r]dr= / fr(r)Fw (w*(r,—2))dr,
0 0
which is exactly the claim. O

E. Error in Proof of (Ji & Li, 2024, Theorem 5)

Here we identify an error in the proof of Theorem 5 in (Ji & Li, 2024). The proof attemtps to analyze the Privacy Loss
Random Variable (PRV) of their (spherical) RISMG mechanism. One important fact about the PRV is that it is defined
over the randomness of only the random variable M (g(G)), and not the randomness of the random variable M (q(G"))

(where G is an allowed neighbor of G). Indeed, consider random variable ¥ %' M(q(@)); the PRV is the function

def Imey(Y) )
)=t (fmq(c:'))(y) 7

where fuq(q(c)) is the density of M(q(G)) and likewise for fuq(q(qry). However, the proof of (Ji & Li, 2024) defines
the PRV L as a function of some unspecified vector s and analyzes the PRV over the randomness of both M (q(G)) and
M(q(G")). Indeed, they bound the distribution of the angle between the uniformly random directions of the noises used in
M(q(G)) and M(q(G")), and conclude that this angle must be close to /2. However, the more appropriate distribution to
analyze would be the angle between the noise used in M (¢(G)) and the difference vector u o q(G) — q(G"). By similar
analysis, it is actually rhis angle that is close to /2. This is much different than the angle between the directions in which
the noises in M(¢(G)) and M(¢q(G")) must point to hit Y, which the authors seem to attempt to study when considering
the ratios of the densities frq(q(c)) and faq(q(a)) on Y'; this angle actually can be far from 7 /2 since the direction of the
noise from ¢(G’) to hit Y will be quite different than the direction of the difference vector (.

E.1. Numerical contradiction of the claimed R1SMG calibration
According to (Ji & Li, 2024, Theorem 5), the R1ISMG mechanism is (e, §)-DP if its corresponding rank-1 noise parameter
o, satisfies

2

s - (fete)

&) > 252
o) > ————.
€ ?ﬁ(T, 5claimed)

We test this claim in dimension 7' = 128 with sensitivity s = 1 at target § = 107>, for ¢ € {0.1,1,2,4,8}. For each
€, we instantiate the RISMG mechanism using the minimal value o, () = ﬁ;a) defined above, and then compute the

instantiated mechanism’s actual optimal delta ;¢ (£) via Lemma 4.1. This is because the R1ISMG noise is a member of
the SGG noise family, so we can use Lemma 4.1 to analyze its privacy. Concretely, the RISMG noise is rank-1 Gaussian
along a random direction; equivalently, it is spherical with half-normal radius R = /o, |Z| for Z ~ N (0,1). In SGG’s
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parameterization, this corresponds to an SGG mechanism with parameters

1
a=0, p=2, 5:20.
*

Table 3 show a dramatic violation: across € € {0.1,1, 2,4, 8}, the computed ¢,e(€) ranges from 0.813 to 0.9998, vastly
larger than the claimed § = 10~°.
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